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Abstract

When collecting sensitive data online, such asitoeald numbers, social
security numbers, and other personal informatibis,important to handle
the information carefully and thoughtfully. Becawsedit card numbers
have financial value and social security numberslead to identity theft,
sites that collect this information are often tasger attacks. When
successful, publicized site break-ins can cause firzancial losses for site
visitors and loss of reputation for the operators.

In addition to a brief overview of common methods grotecting
sensitive online information, this paper describespfrog Technologies’
Tumbler application. Tumbler is a highly effectivechanism for
securely storing sensitive information from a wadbsisitor without the
usual expense associated with deploying a hardemaconment.
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SSL and https

The first layer of privacy protection is the SecBeckets Layer (SSL),
which is implemented at the “https” protocol leviaternet users are

instructed to only provide sensitive informationtebsites that use an
https connection. The browser usually providessaalicue, such as a
locked padlock, to help people know they are usingh a connection.

SSL provides verification and encryption. It vezdito a visitor the

identity of the site to which they are connecteldei it encrypts the data
that is sent back and forth between the visitortaedsite. Verification is
important in stopping “phishing” attacks, whereisitor is tricked into
providing sensitive information to a fraudulenesiinder the guise of a
legitimate site. Encryption is important to prevettier people with access
to the network connection — other users at thel lwgaless-enabled

coffee shop or on the same cable modem cell — fieming the
transactions.

However, SSL, by itself, does nothing to proteet ithformation once it
reaches the web server. If the web server itselbispromised then the
information collected may be compromised. Informatcollected prior to
the compromise may be vulnerable, as well as dadleof further data
submissions after the point of compromise. In,fa@ny sites rely on the
twin protections of SSL and securing the web seirverder to protect
privacy.

Using only SSL to secure information is a mistdiee to the inherent
nature of web sites, hostile access is always plesagainst a web server,
and there may be new compromises and attacks whitlend up
compromising the web server itself. For examplegnvbross-site
scripting attacks were first widely deployed, maxysting web sites were
vulnerable to the attack — the applications theweselvere compromised,
rather than the web server which was running tipdicgdion.

Therefore, it is critical that a web site take stbpyond just purchasing an
SSL certificate in order to protect their visitopgrsonal information.
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Blind Store

When dealing with sensitive information, one of best practices is to
immediately lock up information in a blind stor@-éata repository where
the web server cannot access the data once sutbnkitieexample, upon
submission the application may immediately writessive information to
a write-only database, where the application isniéed to insert
information but cannot query or update informatidbhe web server lacks
the permissions — enforced by the database serteeread sensitive
information from the database. Even if the web eewere compromised,
the attacker would be unable to access the stalaigdase because of a
lack of permissions. The attacker may be able ¢otlis web server itself
to launch attacks against the database machinghdéddiatabase machine
is usually protected behind its own firewall whitiakes that attack
avenue difficult.

This protects data that has already been colledtdte time of a
successful compromise from being stolen, sincealéta is not in an
environment where an attacker can use the resoaf@sompromised
machine to download the data. Although this isrttwest common type of
attack, it does not protect against the more taremuch more difficult to
detect, attacker who compromises a machine andfieetle application
or host environment to intentionally compromiseher submissions.

This solution is also somewhat expensive, requiainigast four additional
servers to implement. Because the blind storesaifidoes nothing to stop
the compromise of a web server and the misapptogmiaf future
submissions, it is usually further supplementeadigitional pieces of
hardware to provide further protections to protbetweb server from
compromise — and even then, the site may stillubeerable to attacks,
particularly at the application level.
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Browser-based Encryption

Of course, the best way to make sure that a conmpeainweb server
cannot access personal data is to make sure theewedr never sees the
data in the first place. This can be accomplighedsing JavaScript to
ask the visitor's browser to protect the informatigvhen the form is
submitted, only the encrypted version is submitteéle original version is
not submitted back to the web server.

To accomplish this, a non-symmetrical encryptionihod is used, where
the key used to encrypt the information is différgman the key used to
decrypt the information. Also called public-key gytion, this technique
means that although the web server knows the etanykey — after all, it
was the one that provided it to the visitor’'s brews it does not
necessarily know the decryption key. In this mannéren the data is
submitted to a potentially compromised web seryar information is
encrypted and protected from the attacker — althdhgy can view the
information, it is not useful to the attacker.

From the visitor’s point of view, this is all hidd@nd behind the scenes —
it happens without the visitor's participation orderstanding. In addition
to performing the encryption, the Tumbler softwal® provides the user
with visual feedback that items are being processach as replacing
sensitive fields with “*” characters after the ¥@ileaves the field.
Coupled with included features such as automasiditicard number
verification and credit card type detection, th&tar is reassured that the
data is being handled in a safe manner. This caease the comfort level
with the visitor registration procedure.

In order for this browser-based solution to beaiie, the starting page
must be periodically downloaded and compared agaifisnown to be
good” version that should be there. Otherwise,ttacker could modify
the page to remove the encryption protection eepdace the encryption
key with a different key, or to weaken the encrgptsoftware by
replacing it with a version with known flaws. Alf these attacks would
defeat the purpose of protection and allow a com@ed web server to
begin recording sensitive information. The monitgrshould be done, of
course, such that the potentially compromised vegbes cannot detect
whether a form download request is from a legitanager or from a
monitoring service.
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Tumbler Downloading

In order to be useful, the encrypted data musbrespoint be decrypted
into a processing environment, which is presumably more trusted
environment than a web server. The Tumbler solutmmes with a
download and a physical decryption device whicbvedl a legitimate user
to download the information from the website oreaiqulic basis. The
device itself contains the decryption key and listedt is necessary to
decrypt the desired information. Connecting theicketo a Windows-
based computer’'s USB port begins the download gsodg@nly the person
in possession of this physical device can begirdtvenload process.

Once the process is begun, all data, new datagerqusly-downloaded
“batches” of data may be selected. The informaiahen decrypted and
written to a local disk. After downloading, the ugeprompted to remove
the device from the computer in order to safegtiaeddecryption key.

While the physical hardware device is the most comsolution — it is
easy to manage access and enforce download pdlietesise access to
the hardware is easily controlled — there are dtsonload libraries
available for integration into automated environtsemhich can
periodically poll the web server for new informatio

Because the downloading is initiated by a trustgeh&(the person in
possession of the download device) and becaus#athas highly
structured (structured data is easier to secure)ability for an attacker to
hijack the connection to covertly access the ddmgkey is remote. The
sensitive information from site visitors is prowdtrom the browser all
the way through to the processing environment,rodgss of whether or
not the servers in between were compromised.

Summary

The combination of the Tumbler browser encryptibrdries and the
Tumbler download device provide an effective solutior protecting
sensitive information on a potentially compromisesb server. Compared
to traditionally deployed solutions, not only i thiumbler solution
significantly less complex and less expensive,italso protects data
submitted after the server has been compromisegether, this provides
an aggressive solution to ensure the safety obpatsnformation
submitted to your website.
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